School District No. 34 (Abbotsford) 9.210

Computer and Internet Usage and Access

Purpose

The Board' s respongibilities include the establishment of the reasonable
boundaries of what is consdered acceptable use of the System.

School district network access is provided primarily to support educationd
research by providing access to unique resources and the opportunity for
collaborative work. Accessto and participation in the globa network
known asthe Internet carries with it arespongbility for adherence to
established guiddines for acceptable use, which are set out in this policy and
the procedure below.

Policy

This policy shdl govern the use of computer equipment, software, the local
and wide area networks (collectively known as the “Network”), e-mail and
Internet access provided by the Board of School Trustees of School
Digtrict No. 34 (Abbotsford), (the “Board”) to students, employees,
contractors and others.

The Didlrict’ s computers, software, networks, eectronic systems and
access to the Internet (collectively referred to asthe “ Systen’) are
designed for a very specific and limited purpose. It isintended for
educational and/or research purposes and for conducting valid Board
busness. The Didtrict provides access to Internet e-mail cgpability aswel
as Internet informationa resources, and searching and browsing tools. The
Didgtrict dso provides other resources via the Network such aslibrary
catalogs and CD-ROM-based materials. Use of the System and access to
the Internet for any other purpose is prohibited including, without limitation,
commercid, crimind, obscene or illega purposes. Use of the System to
gain access to ingppropriate materias, including, without limitation, obscene
or pornographic materias, is prohibited.
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Procedure

Use of the System

1. Access

1.1  Accesstothe System, including Internet resources is a privilege, not
aright. Users must comply with the Computer and Internet Usage
and Access Policy and regulations as made by the Board from time
totime.

12  Useof the System requires prior authorization by the Board. The
Board reserves theright to restrict the scope of access to individua
usersor classes of users. Any user identified as a security risk or
having ahigtory of problems with other computer syslems may be
denied access to the System.

1.3  Authorization for access to the System will be granted only when
potential users have sgned the required form (Reference
“ Computer and Internet Usage and Access Agreement” ,

PP 9.210-1 and User Agreement, PP9.210-2) as prescribed by
the Board. Students under the age of 19 must have higher
parent(s)/ guardian(s) dso 9gn theform. Thisform dgnifiesthe
agreement to be bound by this policy and any rules and regulations
respecting the use of the System that are made by the Board from
timetotime.

Note:

Appendices PP9.210-1, Computer and Internet Usage and Access

Agreement, and PP9.210-2, User Agreement will be sent home with

studentsin their school startup registration package at the beginning

of school year. The User Agreement isto be signed only once for the
duration the child attends a particular school and must be kept on file
at the school. In the event the child moves to another elementary
school in the District or moves to a Secondary school, then the User

Agreement must be re-signed by the student. All new studentsto the

District and any transferring student must sign a User Agreement at

their home school.

1.4  Studentswill not be permitted to have remote access to the System
or to use the Board's Internet access from their home or other
externd locations.
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Users of the System will be subject to the School Didtrict’sand
local school’s disciplinary process and policies.

The Board will provide students access to the Digtrict’s own email
system on an “as-needed” bass and after the Computer and
Internet Usage and Access Agreement (Reference Form No.
9.210-1) has been gppropriately signed. “As needed” is defined as
the reason for requiring access to email for educationa and/or
research purposes. All student email accounts will be terminated at
the end of each school year unlessthere are specid circumstances
such as summer programs requiring email access.

Purpose

The System is established to enhance the ddivery of curri-culum as
well asto assst in School Didrict busness. The Systemisto be
used for educationa and career or professiona-devel opment
activities. School Didtrict employees may aso use the System to
conduct Didtrict related business transactions and research.

The purpose of student access to the System is to further the
learning objectives of a student’s educational program, including,
without limitations

providing training in the use of computer systems;

providing access to awide range of materid with educationa

vaue to the student;

facilitating communication with others around the school didtrict
and the world to enhance the student’ s education.

System Conduct and Policies

It isimportant that users conduct themsdvesin aresponsible,
decent, ethicd, and polite manner while using the System. System
users are reminded that speech sent from the System viathe
Internet will bear the imprimatur of the School District because the
domain name (sd34.bc.ca) will be part of the user’s Internet
address. The following isaligt of guiddines whose violation may
lead to suspension, termination of privileges, disciplinary or legd
action (see Violation of This Policy — Page 12).
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3.2

3.3
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3.5

3.6

System Conduct and Policies- continued

When interacting on the Internet, you are expected to behave as
you would in any other environment where you represent your
school/employer.

System users are expected to:

be polite;

use gppropriate language (do not swear, use vulgarities, or any
other inappropriate language that would normdly be against
Board and local school rules and policies;

obtain permission of the owner of a persona message before
re-posting or copying the message to others or to a public
forum;

obey dl copyright laws and any terms and conditions when
copying or transferring eectronic data;

give credit to authors and/or websites when copying their
materials found on the Internet.

Users may upload and download public domain programs for their
own use or redistribute a public domain program if it isfor non
commercia use. However, the user assumes dl risks regarding the
determination of whether a program isin the public domain.

Users may redistribute non-commercialy copyrighted software only
with the express permission of the owner or authorized person.
Such permission must be specified in the document or must be
obtained directly from the author in accordance with gpplicable
copyright laws, Board policy and adminigrative regulations.

School and student- produced websites created must:

relate specificaly to school activities and programs or student-
produced materias,;

have prior permission to use any content that has not been
created by the student or the school;

follow guiddines for appropriate content as stipulated in this and
other digtrict policies,

not contain persond information such as addresses, phone
numbers;, the full names of students or individua photographs
unless written permission is granted by the parent and the
student;

not contain links to persona (staff or student) homepages,
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4.1

4.2

be approved by a sponsoring teacher if students produce the
web pages.

System Conduct and Paolicies —continued (3.6)

have parent natification if sudent materids will be published on
the Internet.

Publications of classrooms, departments, buildings or any other
organizationa eements of the School Didtrict on the System are
considered to be publications of School District No. 34
(Abbotsford). The Board hasthe right to control the content of
these publications within the limits of this and other Board policies.
Exercisng this right may include deletion of materids from these
publications as well as other editorid rights.

Persona web pages may provide links to web pages residing on the
System. The Board reserves the right to require the remova of
such links if, a the sole discretion of the Superintendent or his or

her appointee, any part of persona web pages is deemed to be
ingppropriete as defined in this palicy.

If astudent inadvertently accesses materid that is prohibited by this
policy or if he or she accesses materid that the student is not sure
about, he/she mugt inform their teacher/supervisor of this
immediately to protect themsalves from disciplinary actions.

Prohibited Use— Examples of Prohibited Conduct

Y ou may not use the System to:

tranamit any materialsin violaion of Canadian laws,

duplicate, store, download or transmit copyrighted meaterid that
violates copyright law;

tranamit or post threstening or abusive materid;

participate in pyramid schemes.

Use of the Systemn to submit, obtain, publish, store or display
objectionable materid is prohibited. Objectionable materid
includes, but is not limited to:

Chapter 9 — School Operations June 26, 2000

5



9.210

Computer and Internet Usage and Access

4.3

4.4

4.5

4.6

information to encourage the use of tobacco, acohol or

controlled substances or otherwise promote any other activity

prohibited by Board policy, provincid and federd laws,
Prohibited Use— Examples of Prohibited Conduct — continued

(42)

information or software in violation of any Board palicy, locd,
provincid, or federa law;

information encouraging or promoting discrimination towards
individuas or groups of individuals based on race, gender,
religion or age;

information or software that is pornographic or sexudly explicit.

Y ou may not violate, or attempt to violate, the security of the
Sysem.

Y ou must not vanddize the System. Vanddism is defined as any
malicious attempt to harm or destroy data of another member, the
Board, or any of the agencies or other networks that are connected
to the Internet. Thisincludes, but is not limited to, the uploading or
creetion of computer viruses.

Y ou may not access another individua's System account or
password without his’her knowledge.

When interacting on the Internet, do not:

use abusive, vulgar, profane, rude, lewd, inflammatory,
disrespectful, obscene or other inappropriate language;

post crimina skills or speech in the course of committing a
crime (e.g. threats to people, ingtructions on breaking into
computer systems, drug dedling, gang activities, child
pornography, etc.);

use speech that isingppropriate in an educationd setting or
violates School Didtrict Code of Conduct, expectations, and
policies,

post dangerous information that, if acted upon, could cause
damage or present adanger of disruption;

re-post personal e-mail that you receive to public forums (eg.,
listservs, newsgroups) without the permission of the author.
knowingly post or forward fase or mideading information.
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4.8

4.9
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Prohibited Use— Examples of Prohibited Conduct — continued

The System is a shared resource and you should useit in such a
way that it doesn't disrupt the services to others. Do not use the
Sysem:

to send chain letters;

to play network intensve games,

to download excessvely large files, except in low use hours,
to harass other users. See Policy No. 9.24, Harassment —
Students and Staff.

The System is not to be used for commercid use. Commercid use
is defined as “offering or providing products or services not directly
related to school digtrict business’. Unless properly authorized to
do s, the use of the System for purchasing products or servicesis
prohibited. The Digtrict will not be responsible for financd
obligations arisng from the unauthorized use of the System.

Provincd and federd laws will govern the use of the Didtrict’s
Systlem for palitica lobbying. Use of the System for political fund—
rasing or other palitica activitiesis prohibited. Use of the System
for palitical lobbying is prohibited. Users may use the System to
andyze legidative measures and communicate their congtructive
opinions to eected officids.

The only email services that students may access or sign up for
through the system are those authorized by the Manager of ITC or
designate.

Responsibilities

1.

Overall Responsibilities

The Superintendent of Schools or designate shal be responsible for
the overal system coordination and relationships with regiona or
provincid programs.

The School Didtrict and its employees cannot be respongble for
direct supervison of every sudent while they are usng the Internet.

System Administration and M aintenance
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The Manager of the Information Technology Centre (ITC) shdl be
respongble for assgning responsbility to ITC gaff to maintain and
monitor the System.

Building—L evel Administrator

The Building-Level Administrator for schools shdl be the school
principa. For other facilities, the designated building manager for
each fadility shdl be the Building—Level Adminigtrator.

Adminigtrators will ensure that dl of the employees at thet location
receive ingruction in the School Didrict policies, establish a process
to ensure adequate supervision and safety of students using the
Sysgem. The Adminidrator, in consultation with the area
Superintendent or Director, is respongble for conducting building—
levd activities (such as maintaining and supervisng school web
pages), maintaining executed user agreements, and gpplying this
policy a the building leve.

Prior to posting school websites on the Internet, the sites shall be
approved by the area superintendent.

Teachersand Supervisory Staff

Teachers and other adults who supervise students shdl be
responsible for educating students about the acceptable and safe
uses by providing generd supervison and enforcing this Policy.

Parents

Parents are responsible for ensuring that they fully understand the
terms and conditions of the Computer and Internet Usage and
Access policy and procedures for the safe use of Internet. (See
System Security, Safety and Liability section below.)
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System Security

Authorized users should not permit other persons to use their
access, or account, and should log off immediately after useto
ensure that others cannot use their access or account.

Authorized users must not disclose their passwords to any other
person except for appropriate business needs. Account holders are
respongble for al activity within their account.

Conduct that deliberately or recklesdy exposes the System to
computer virus infection is prohibited.

System users may not violate, or atempt to violate, the security of
the System.

Any attempts to access unauthorized data on the System will result
in termination of user privileges.

Any attempts to vanddize System accounts or systems will result in
termination of user privileges. Vanddiam is defined as any mdicious
attempt to harm or destroy System equipment or materia's, data of
another System user, the Board, or any of the agencies or other
networks that are connected to the Internet. Thisincludes, but is not
limited to, the uploading or creation of computer viruses. Locd,
provincid or federd law may apply.

Forgery or attempted forgery of eectronic mail messagesis
prohibited. Attemptsto read, delete, copy or modify the electronic
mail of other System usersis prohibited as is ddliberate interference
with the ability of other System users to send and receive dectronic
mail. Locd, provincid or federd law may gpply.

System usersidentifying a security problem on the System must
immediately notify the teacher, building-level Adminigtrator or the
Manager of the ITC or desgnate.

Safety

There isawide range of materid available on the Internet, some of
which may be offensve or conflict with the vaues of some families.
The Board will endeavor to limit access to offensve materid, and
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2.3

3.
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may revoke access privileges of students who use the Sysem to
accessingppropriate materials. However, it isnot practicaly
possible for the Board to congtantly monitor or individually control
student use of the System, nor to prevent inadvertent accessing to
offengve materid. Parent(s)/lega guardian(s) who have particular
concerns about access to inappropriate material should discussthis
issue with the appropriate teacher(s) and administrator &t their
child’'s schoal.

The Board may revoke one or more levels of access of a student at
the request of his or her parent(s)/legdl guardian(s).

As a System user, you must not:

share your password with others except for business purposes.
Remember that accounts are to be used only by the owner of
the account. Account holders are respongible for dl activity
within their account;

distribute or use anyone ese's user id and password;

reved persond information such as address, phone number(s)
or age of yoursdf, students or colleagues;

reved the full names and other persond information of students
on web pages that have clear pictures of them.

Liability

Financiad and Legd Liability
The didrict assumes no responghility or lidbility for any
personad membership or phone charges including, but not

limited to, long distance charges, per minute (unit) surcharges
and/or equipment ontline cost incurred.

The Board and Board employees shall not be a party to any
such persona transactions or be liable for any costs or damages
arigng out of, either directly or indirectly, the actions or
inections of sHlers.

The Board will take reasonable measures to prevent student
access to objectionable and illegal materid from the Internet.
However, the Board cannot guarantee that 100% of the
materiads accessed viathe Internet, either intentionaly or
unintentiondly, will not include offensve or illegd contents.

10
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3.3

Li

ability for Data

The Board makes no warranties of any kind, whether

expressed or implied, for the service it is providing. The Board
will not be respongble for any damages users may suffer. This
includes, but is not limited to, loss of data resulting from delays,
non-ddiveries mis-deliveries, or service interruptions caused by
the Board' s own negligence or user errors or omissons. Use of
any information obtained viathe Internet is a the user’ srisk.
The Board specificaly denies any respongbility for the accuracy
or quality of information obtained through its services.

The opinions, advice, services and dl other information
expressed by System users, information providers, service
providers or other third party individuasin the System and on
the Internet are those of the information providers and not the
Board.

It isthe respongbility of System usersto save dectronic mall
correspondence they wish saved to their local computer
workgtation or their persona removable media such as a floppy
disk.

It is advisable that System users make a persona backup of
important persond data contained on the System.

Genad Liability

The Board does not warrant that the functions or services
performed by or that the information or software contained on the
System will meet the System user’ s requirements or that the System
will be uninterrupted or error—free or that defects will be corrected.
The System is provided on an “asis, asavailable” bass. The

Board does not make any warranties, whether express or implied

induding, without limitation, those of merchantability and fitness for
aparticular purpose with respect to any services provided by the
System and any information or software contained therein.
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Privacy and Confidentiality

The Board respects the privacy of System users e-mail. However, use of

the System including Internet access, is neither private nor confidentia and

may be tracked. Use of the System including the Internet, by any individud,
may be monitored or reviewed by the Manager of ITC or designate without
prior notice if there are reasonable grounds as described below.

1 The contents of computer hard drives and other storage devices
owned by the Board may be examined and read by the Manager of
ITC or designate.

2. The Manager of ITC or desgnate may remove localy posted
messages that are unacceptable and/or in violation of the Computer
and Internet - Usage and Access Policy.

3. In the case of misuse or suspicion of misuse of the network or
sarvices, the Board reserves the right to access any files on the
System.

4, The Manager of ITC or designate will not intentiondly inspect the
contents of users e-mail, or disclose the contents to anyone other
than the sender, or intended recipient, without the consent of the
sender or intended recipient, unless required to do so by law or the
policies of the Board, or to investigate complaints regarding mail
which is dleged to contain defamatory, inaccurate, abusive,
obscene, profane, sexudly oriented, threstening, racidly offensive,
or illegd materid. The Board will cooperate fully with any
participating school digtrict, local, provincid, or federd officidsin
any investigation concerning or relating to any e-mail transmitted on
the System.

5. The Manager of ITC or designate has the right to set quotas for
disk/computer usage and download/time limits on the System.

Violations of This Policy

Violations of this policy will be subject to the disciplinary codes set out by

the Board and will be handled in accordance with those codes. The

appropriate legd authoritieswill be contacted if there is any suspicion of
illegd activity.
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Students

Depending on the severity of the violations, discipline for students could
lead to suspension of computer use privileges, suspension or expulson from
school.

Principals should refer to “Violation Consegquences — Guiddines for
Principas’

Employees
Depending on the severity of the violations, discipline for employees could
lead to suspension or termination for cause.

Any violaions of the Crimind Code will be reported to the police.

Procedure for Suspension or Termination of Access

The Superintendent of Schools and the Manager of ITC or designate has
the right to suspend or terminate a user’ s access to and use of the System
upon any breach of the Computer and Internet Usage and Access Policy by
the user. Prior to suspension or termination or as soon after asis
practicable, the System adminigtrator will inform the user of the suspected
breach and give them an opportunity to present an explanation. The user
may request areview hearing with the account authorizer (and/or other
school digtrict adminigtrators) within seven (7) days of the suspension or
termination if the user fedsthat the action was unjust. After the review,
access may berestored if the System administrator and the school digtrict
personnel uphold the user's appedl.

Reference

The following information has been gppended to this policy

No. PP9.210-1, Internet and Computer Usage and Access
Agreement — condensed version of policy

No. PP9.210-2, User Agreement Sgn-up form

No. PP9.210-3, Violation Consequences — Guidelines to Principals

Chapter 9 — School Operations June 26, 2000 = 13



9.210 Computer and Internet Usage and Access

14 Policy and Procedures Manual



34 (Abbotsford) 9.210




